This study aims to conduct a methodological replication of the information security study conducted by Johnston and Warkentin (2010) . This study leveraged the use of the fear appeals model (FAM) in the context of information security as they pertain to the individual use of anti-spyware software. We adopt all measures, instruments, statistical tests, theory, and models from the original study, but apply them to the Amazon Mechanical Turk population. The results from this replication study are not consistent with the original study, in that two of the five posited hypotheses have opposite effects than those originally found; threat severity is shown to have a positive effect on both response efficacy and selfefficacy, where in the original study, this is shown to have a negative effect on both. The results imply that there may be differences in which populations the study was conducted, thus requiring additional samples and statistical tests.
Introduction
As information technology use increases, cybersecurity is becoming a concern for companies and individuals alike. Some key aspects of cybersecurity include password security, vulnerability assessment, and understanding hacker motivations. One aspect of cybersecurity receiving growing attention focuses on ensuring that employees within organizations utilize the proper security tool such as a password manager, anti-virus software, firewall, or anti-spyware software. The lack of proper use of such tools has the potential to cause significant harm to an individual or the organization as a whole. As a result, Information Systems (IS) researchers have attempted to understand the behaviors and motivations of individuals as they pertain to the compliance of using these different software tools.
One work aiming to understand an individual's anti-spyware software usage compliance is a 2010 paper published in Management Information Systems Quarterly (MISQ) by Allen C. Johnston and Merrill Warkentin entitled "Fear Appeals and Information Security Behaviors: An Empirical Study." This research is interested in the compliance of end users with regard to anti-spyware technology, aiming to answer the research question, "How do fear appeals modify end user behavioral intentions associated with recommended individual computer security actions?" (Johnston and Warkentin, 2010, p. 550) . Fear appeals are "persuasive messages designed to scare people by describing terrible things that will happen to them if they do not do what the message recommends" (Witte, 1992, p. 329) . To answer such a question, Johnston and Warkentin conducted a survey-embedded experiment with three groups of randomly assigned members of academic departments. The experiment was driven by the theories of fear appeals model (FAM) and protection motivation theory (PMT).
While the FAM and PMT have been applied in various information security contexts, little work has attempted to replicate the models and methods used by these studies. As such, this paper aims to be a methodological replication, wherein all theories, methods, and hypotheses are adopted from the original study. Replication is one of the tenets of the scientific method, which allows for scientific consensus to emerge and provides validation of previous studies (Dennis and Valacich, 2014) . This paper is selected for replication for two reasons. First, it focuses on cybersecurity, a high-impact and emerging IS research area. Second, this paper follows an experimental approach, which is conducive to replication, as experiments allow for a greater deal of control as compared to other behavioral approaches (Dennis and Valacich, 2014) .
As this paper aims to be a methodological replication, we first present the model and hypotheses adopted from the original study (Figure 1 and Table 1 , respectively). However, rather than adopt the sample of academic faculty, staff, and students, we select a sample of Amazon Mechanical Turk users. Amazon Mechanical Turk has been identified to contain participants beyond the United States (US) academic subjects. This characteristic provides the opportunity to identify if the results presented in the original study are generalizable to populations beyond those in the US academic realm. 
H1
Response efficacy will have a positive effect on end user intentions to adopt recommended individual computer security actions with respect to spyware.
H2
Self-efficacy will have a positive effect on end user intentions to adopt recommended individual computer security actions with respect to spyware.
H3
Social influence will have a positive effect on end user intentions to adopt recommended individual computer security actions with respect to spyware.
H4a
Perceptions of threat severity will negatively influence perceptions of response efficacy.
H4b
Perceptions of threat severity will negatively influence perceptions of self-efficacy.
H5a
Perceptions of threat susceptibility will negatively influence perceptions of response efficacy.
H5b
Perceptions of threat susceptibility will negatively influence perceptions of self-efficacy.
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Figure 1. Research Model
The remainder of this paper is organized as follows. We first present the model and hypotheses posited in the original paper. We then present our methodology, focusing on the adjustments made for the Mechanical Turk context. Next, we summarize our results and discuss the implications. Subsequently, we highlight limitations for our work and point to several promising next steps.
Method
Researchers in the original study conducted an experiment by sending out surveys and fear appeals via email to members of various academic departments. Three groups were randomly assigned. Group 1, which had 215 participants, received a pre-test, a manipulation (i.e., the fear appeal message), and a post-test. Group 2 (N=30) received the pre-test and post-test, and Group 3 (N=30) received the manipulation and the post-test. The pre and post-tests have the same survey questions, while the manipulation was a fear appeal in the form of an email (can be seen in Appendix A).
As this is a methodological replication, instead of faculty and students, we opted for Amazon Mechanical Turk participants because it is easier to get a large sample from various backgrounds with fast response. Amazon Mechanical Turk is an online crowdsourcing market in which employees (workers) complete tasks for employers (requesters) (Steelman et al., 2014) . The tasks that workers can do can be cleaning data, creating keywords, audio transcriptions, etc. Requesters hold the right to deny or increase payment based on work quality. Amazon Mechanical Turk provides an ideal replication testbed, as it tests to see if the results are truly generalizable beyond that of an academic institution.
The use of Mechanical Turk (MTurk) requires some design changes to the original study. We adjusted the manipulation for the participants by removing university-specific information from the fear appeal manipulation. In addition, the MTurk participants are asked to read the manipulation for at least one minute before they proceed to the post-test survey. Attention checks are incorporated to ensure that participants are truly paying attention during the study (e.g., "Select 'Strongly Agree' if you think 1 + 1 = 3 is true, otherwise please select 'Strongly Disagree'"). We employed payment mechanisms to ensure that the participants are adequately compensated for their time in the study. All participants are paid $0.50 for adequately completing the task (i.e., without dropping out or failing the attention checks), which is a fair rate for a 5-8 minutes' survey. Additionally, we set up an MTurk Task Description wherein potential participants of the study can see the task's details and how much they will be compensated. Participants are also alerted to their rights, and all major sections of a consent form are presented to the participants. All components of the original and adjusted study are presented in Appendix B.
After making all necessary changes, the Task is launched and kept open for three weeks. Different batches of the Task are randomly released at different points during the day to minimize the chance of tainted sampling pools (Steelman et al., 2014) . MTurk workers who completed more than 1,000 approved tasks with an approval rate greater than 95% are qualified to participate. Like the original study, we maintain the same experimental design of randomly assigning participants into one of three groups. Johnston and Warkentin (2010) suggested that the three groups have a minimum of 200, 30, and 30 participants, respectively. Group 1 has a pre-test, manipulation (fear appeal), and a post-test, Group 2 has receives the pre-test and post-test, and Group 3 receives the manipulation and the post-test. We estimate that the participants can complete the pre-test or the post-test survey in 2-3 minutes and finish reading the manipulation message in 1-2 minutes. Participants in Groups 1 and 2 may finish the post-test survey faster since the survey is identical to the pre-test survey that they have completed.
The overall collection is summarized in Table 2 . There was a high rate of usable responses across all three groups. The final usable responses for groups 1, 2, and 3 came out to 206, 33, and 37, respectively. Such numbers meet the minimum participant requirement by the original paper (200, 30, 30) , and are in line with the original study (215, 30, 30) . They are sufficient for the required statistical tests. The survey durations of usable responses are consistent with our estimated completion time for groups 1, 2, and 3. Delving deeper into the demographics of usable responses reveals that the age range is primarily between 18-39, the majority of the participants are male (154/276), most have a bachelor's degree or higher, and the majority have greater than three years of work experience (213/276). The age and gender distributions are consistent with the original study, while the education and experience numbers are not stated in the original study. The majority of the participants are from the United States (216/276). We summarized our OCM survey procedures in Appendix D as recommended by Steelman et al. (2014) . 
Results
All statistical tests and analyses conducted in the original paper are also conducted in this replication paper. They are also presented in the same manner. All statistics are conducted in WarpPLS and/or SPSS.
Instrument Validity
Johnston and Warkentin (2010) defined social influence (SINF) as a formative construct, with comparisons of performance expectancy (PERF) and attitude (ATTI). We replicated their model selection of PLS. Group 1's (N = 206) post-test response data were used for validity tests. The construct measures PERF, SINF, and ATTI were constituted by multiplying related PLS item weights by item values and summed, following the instruction provided by Johnston and Warkentin (2010) . The inter-item and item-to-construct correlation matrix are shown in Table 4 , with item-to-construct correlations as grayed out cells. Loch et al. (2003) suggested that if items of the same construct have a significant correlation with their respective composite construct value, then the convergent validity of those formative constructs is adequately shown. As all items are correlated significantly (p < 0.01) with their respective construct composite value, this condition was met. This is consistent with the original work. Loch et al. (2003) noted that if the item-to-construct correlations are higher with each other than other construct measure's composite values, then discriminant validity can be established. As with the original study, this condition is also met.
Following the procedure set by Johnston and Warkentin (2010) , we also conducted construct validity tests. Specifically, we examined whether items loaded onto their intended constructs (Straub et al., 2004) . If the item loadings are greater than 0.70 on their factors and the average variance extracted (AVE) for each construct is more than 0.50, then convergent validity is demonstrated (Gefen and Straub, 2005) . Additionally, if the root of each construct's AVE is higher than the inter-construct correlations and the item loadings are higher on their appropriate constructs than others, then discriminant validity is adequately proven (Gefen and Straub 2005) . Table 5 indicates that all of the aforementioned conditions were met, showing that our study has strong convergent and discriminatory validity. These findings are consistent with the original work. Table 6 indicates that the composite reliability scores of these reflective variables are acceptable and consistent with the original study. 
Manipulation Check
Consistent with the original study, we performed a manipulation check to identify whether the changes seen were due to the manipulation administered to the participants or due to the instrument. In our study, the participants were asked about the contents of the manipulation message after the post-test. Table 7 summarizes our replication's manipulation check's against the original. Overall, TSEV, TSUS, and RESP are all significant in both the replication and original. However, there is a difference in SEFF; the replication results indicate that it is not significant. We speculate that this is due to the usage of MTurk participants rather than the ones in the original study.
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Fear Appeal Manipulation and Test of Internal Validity
A within-subjects MANCOVA of group 1 (N=206, pre-test-manipulation-post-test) assessed the effectiveness in manipulating perceptions of TSEV, TSUS, SEFF, and RESP. Two individual characteristics, experience with anti-spyware software and age, were used as covariates in the analysis. Results can indicate the effectiveness of the fear appeal (Appendix B) in creating changes in end user perceptions of RESP, SEFF, TSEV, and TSUS. These findings are reported in Appendix C, however, indicate that only RESP, TSEV, and TSUS increased significantly (p < 0.10), whereas SEFF was not significant (p > 0.10), which is inconsistent with the original work. In Johnston and Warkentin (2010) , end user's perceptions of RESP, SEFF, TSEV, and TSUS all increased significantly. Our replication results show inconsistencies of user's perception on SEFF with Johnston and Warkentin (2010) .
Finally, we tested the differentials in the independent variables based on a MANOVA using Groups 1 and 2 (pre-test-manipulation-post-test and manipulation-post-test, respectively) in Appendix C. The result was also inconsistent with the original work. From our results, the inter-group MANOVA tests on SEFF and RESP were significant (p < 0.05), in contrast to the original result that tests on TSEV, TSUS, SEFF, and RESP were all not significant (p > 0.10). These results suggest that the pre-test condition may at least partially be a significant factor for the experiment design, and the internal validity of the experiment was not ensured. This may show that the finding that SEFF is insignificant may invalidate the fact that it was opposite to the original.
PLS Analysis: Test of FAM Nomological Network
A PLS analysis involving post-test Group 1 data (N = 206) was used to test the structural model and its hypotheses. Via bootstrapping resampling, the analysis produced estimates of both the path coefficients as well as the explained variance in RESP, SEFF, and BINT. Of the seven hypotheses, two were found to be significant in the opposite directions to that predicted by hypotheses (H4a and H4b), thus not supported, as shown in the overall findings in Table 8 . The remaining hypotheses were supported. This is inconsistent with the original work, where H5a and H5b were both not supported, while the remainder (including H4a and H4b) were supported. Figure 2 shows that the model explains approximately about 34 percent, 10 percent, and seven percent of the variance in BI, SEFF, and REFF, respectively. The highest explanatory power of 34 percent is the path for social influence, response efficacy, and self-efficacy leading to behavioral intent. Consistent with H1, response efficacy has a significant positive effect on behavioral intent (β = .11, p < .10). Similarly, H2 and H3 are supported as both self-efficacy (β = .33, p < .01) and social influence (β = .31, p < .01) have significant positive effects on behavioral intent, which is consistent with the original work. 
Discussion
This study methodologically replicated the fear appeals model proposed by Johnston and Warkentin (2010) . This model contextualizes the PMT danger control process in the technology adoption literature. In contrast with the original study, this replication used Amazon Mechanical Turk participants instead of student, staff, and faculty participants. Replication results indicate several discrepancies from the original study, each
Volume 5 Paper 5 needing further interpretations and elaborations. We summarize all consistencies and discrepancies in Table 9 . Several key differences can be identified from Table 9 . First, we chose workers on Amazon Mechanical Turk as our participants instead of university faculty and students. This modification provides a better heterogeneity on the sample set, considering wider ranges of ages, educational experiences, anti-spyware software usage experiences, and potentially provides extra external validity on the original work. The fear appeal message is adapted from a college context to a MTurk context (e.g., removal of all academic-related information, email to message) to meet the requirement of general anti-spyware software users.
Second, unlike the results presented by Johnston and Warkentin (2010) , our results were not consistent with PMT. We identified that the effects between perceived threat severity and the two efficacy constructs (response efficacy and self-efficacy), however supportive from the initially posited hypotheses, are different from what is discovered in the original PMT model and in Johnston and Warkentin (2010) . Opposite to negative relationships, our experiment data suggest that threat constructs positively correlate with efficacy constructs significantly, which indicates a stronger threat severity does not reduce users' response/ selfefficacy, but enhances it. This may be due to the idiosyncrasy of the participant sample set. One possible explanation is that, compared to faculty/student participants, MTurk workers may be more technologysavvy. With this characteristic, the threats may strengthen their confidence of handling situations properly, instead of weakening it. In this sense, a potential boundary condition is identified for the original PMT model, as well as for Johnston and Warkentin (2010) . However, additional statistical tests for various participant sets are necessary to truly identify if this is a boundary condition.
Third, statistical tests show that the fear appeal manipulation in our replication work is not consistent with Johnston and Warkentin (2010) on affecting users' self-efficacy. Similarly, the tests between Group 1 and Group 3 suggest that the pre-test condition may at least partially be a significant factor for the experiment design, and the internal validity of the experiment was less ensured. Both of the results are partially inconsistent with the original work. Although a potentially larger sample size may produce a better test result, these results may still lead to further discussions on research design effectiveness and replicability.
Limitations
As with any study, this paper has limitations. At the time of this writing (2017), spyware threats are not as significant as other forms of malware such as ransomware. However, we argue that the initial motivation of the original study is still valid, as negligent human behavior (e.g., improper anti-spyware software usage) is often the weakest link in any cybersecurity defense.
The usage of MTurk to create our participant pool has its limitations. Research has shown that a non-trivial portion of MTurk workers are from India and/or spoofing to look like they are from the US. Additionally, the tech-savviness of MTurk workers may explain their unique response to a security threat. If this were true, Volume 5 Paper 5 then the findings of this study would be localized to this population; they may not generalize to other studies, but rather, create a new boundary condition. This may also explain the inconsistency of results in this study compared to the original. Testing on additional populations may provide further explanations.
Next Steps
There are several promising next steps for this study. First, as the groups in the original study were run in the experiment back to back, we are unsure if these results will be different if they are run with some distracting time in between the tasks. We are particularly interested in the control group, as they received the pre-test and the post-test back to back. As such, future work can run an additional group through Amazon Mechanical Turk. This group would receive the pre-test, spends some time watching unrelated videos (e.g., cat videos), and takes the post-test. All appropriate statistical tests can evaluate the key aspects of this setting. To ensure successful execution of the experiment in the MTurk context and to account properly for those MTurk workers who complete tasks quickly, scholars are advised to add additional attention checks and validations of desired manipulations.
Throughout this replication, we noticed several statistical tests that can further bolster the replication and provide for good scientific grounding. First, we noticed that there was a survey was used in the experiment. However, the original paper did not do any statistical tests for common method bias. Employing Harman's Single Factor method can help deal with any potential issues of common method bias. Secondly, checking for variance inflation factors can help identify constructs are highly correlated with each other. Constructs with high correlation can cause differences in the beta weights. Ideally, the value should be <3.1. Finally, if there is no common method bias and the variance inflation factors prove to be less than <3.1, then we have a better grounding to state that our findings are truly different from the original study.
Conclusion
This replication paper methodologically replicated the information security paper of Johnston and Warkentin (2010) . The original study conducted a three group, randomly assigned experiment in which participants of the study were members of various academic departments. We applied the same theory, experimental methodology, and statistical tests to Amazon Mechanical Turk users. However, we found results inconsistent with the original study, namely in the consistency of results as they pertained to the relationships between threat and efficacy constructs. As such, additional data collection on multiple populations and statistical tests are required to determine if there were any underlying issues with our analysis.
